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TRAINING GUIDE 
EACH OF THE RESPECTIVE FIELD / UNIT 

HAVE A MODEL OF ABOUT

FROM BEGINNER, INTERMEDIATE, AND ADVANCE 

2160HRS, (15 WEEKS) DURATION



CCTV SURVEILLANCE 
SECURITY 

CCTV Camera Installation Course for Electricians & 
Newbies Learn CCTV Security Systems From a Pro: IP CCTV, HD CCTV &

Analogue for: Beginners & Professionals
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Course Outline: 
Offshore and Onshore Security Personnel Training
This training program is designed to equip security personnel with the knowledge 
and skills required to effectively manage security operations both offshore and 
onshore. The course focuses on threat detection, emergency response, safety 
protocols, and legal aspects specific to offshore and onshore environments.

Module 1: Introduction to Offshore and Onshore Security

· Overview of Security Roles

o Importance of security in offshore and onshore operations

o Responsibilities of security personnel in industrial, oil, and gas sectors

· Understanding Offshore and Onshore Facilities

o Structure and layout of onshore facilities and offshore installations 

(e.g., oil rigs)

o Differences in security challenges for both environments

Module 2: Health, Safety, and Environmental (HSE) Awareness

· Basic Health and Safety Guidelines

o Safety standards and regulations in offshore and onshore industries

o Personal Protective Equipment (PPE) usage

o Hazard identification and risk management

· Emergency Response and Evacuation Protocols

o Emergency procedures for offshore platforms and onshore facilities

o Firefighting techniques and equipment

o First aid and medical response in offshore/onshore environments

Module 3: Threat and Risk Assessment

· Security Threats in Offshore and Onshore Environments

o Common security threats (terrorism, piracy, theft, and sabotage)

o Threat assessment methodologies and frameworks

· Risk Management Practices

o Conducting risk assessments

o Mitigation strategies and contingency planning

Module 4: Access Control and Surveillance

· Electronic Surveillance Systems

o CCTV setup and operation

o Access control systems and badge scanning

· Physical Security Measures

o Guarding entry points and monitoring restricted areas

o Perimeter security for onshore facilities and offshore installations

Module 5: Crisis Management and Communication

· Incident Management Procedures

o Reporting and documenting incidents

o Coordination with emergency services and law enforcement agencies
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· Communication Skills

o Effective communication during crises

o Use of communication tools (radios, satellite phones) in remote 

offshore environments

Module 6: Legal and Regulatory Compliance

· Legal Aspects of Offshore and Onshore Security

o Understanding international maritime law for offshore security

o Local and international regulations governing onshore industrial 

security

· Compliance with Safety Standards

o Compliance with ISO 9001, ISO 14001, and other relevant security and 

safety standards

Module 7: Security Technology and Innovation

· Advanced Surveillance Systems

o Use of drones and unmanned aerial vehicles (UAVs) for security 

monitoring

o Remote Operated Vehicles (ROVs) for underwater surveillance and 

inspection

· Cybersecurity Measures

o Protecting against cyber threats targeting offshore and onshore 

facilities

o Securing critical infrastructure networks

Module 8: Practical Drills and Simulations

· Security Drills

o Mock drills for responding to piracy, terrorist attacks, and other threats

o Fire evacuation and emergency response simulations

· Physical Fitness Training

o Fitness requirements for security personnel

o Survival training for offshore security personnel

Assessment and Certification

· Final Assessment: Written test, practical drills, and security scenario 

simulations.

· Certification: Upon successful completion, participants will receive an 

Offshore and Onshore Security Personnel Training Certificate.

Duration:

· 5 Days (40 hours of comprehensive training)
Target Audience:

· Security personnel assigned to offshore and onshore industrial sectors, oil 

and gas facilities, and maritime security teams.
This course will provide security personnel with a thorough understanding of the 
unique challenges of offshore and onshore environments, enabling them to 
respond effectively to security risks and emergencies
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Course Outline: 
Onshore and Offshore Radio Operation and Maintenance
This training program is designed to equip participants with the skills needed to 
effectively operate, maintain, and troubleshoot radio communication systems in 
onshore and offshore environments. Participants will gain knowledge of radio 
technologies, safety protocols, and regulatory requirements specific to both onshore 
and offshore operations, particularly in industries such as oil & gas, marine, and 
industrial facilities.

Module 1: Introduction to Radio Communication Systems

· Basics of Radio Communication

o Understanding radio frequencies, wave propagation, and signal 

transmission

o Types of radio communication systems (HF, VHF, UHF) used in onshore 

and offshore operations

· Roles of Radio Operators

o Responsibilities of onshore and offshore radio operators

o Importance of communication in critical industries (oil rigs, maritime, 

industrial sectors)

Module 2: Offshore and Onshore Communication Protocols

· Offshore Communication

o Maritime communication standards (GMDSS)

o Use of marine VHF radios and satellite communication systems on 

offshore platforms

· Onshore Communication

o Land-based communication protocols (e.g., industrial plants, oil & gas 

fields)

o Communication between control centers and remote sites

· Communication Etiquette

o Standard operating procedures for clear and effective communication

o Understanding call signs, phonetic alphabets, and distress signals 

(MAYDAY, PAN-PAN)

Module 3: Equipment Overview and Setup

· Radio Equipment Types

o Handheld radios, base stations, satellite radios, and repeaters

o Selecting appropriate radio equipment for onshore and offshore 

environments

· Antenna Systems

o Antenna installation and optimization for signal strength

o Understanding different types of antennas (e.g., whip antennas, dipole 

antennas)

· Radio Setup and Configuration

o Installing and configuring radio systems for optimal performance

o Frequency selection and interference management
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Module 4: Radio Operation and Best Practices

· Operation of HF, VHF, and UHF Radios

o Frequency selection and tuning for onshore/offshore conditions

o Correct use of squelch, volume control, and frequency selection

· Emergency Communication Protocols

o Handling emergency calls and distress signals

o Coordinating with emergency response teams in offshore and onshore 

scenarios

· Practical Exercises

o Hands-on radio operation for both onshore and offshore scenarios

o Role-playing communication scenarios, including emergency situations

Module 5: Radio System Maintenance

· Preventive Maintenance of Radio Systems

o Regular checks for system integrity (antennas, cables, power supplies)

o Routine inspection of handheld radios and base stations

· Troubleshooting and Repairs

o Identifying common radio faults (e.g., poor transmission, interference, 

dead zones)

o Basic repair techniques and when to escalate to professional 

maintenance

· Battery Management

o Proper care and maintenance of radio batteries

o Best practices for charging and prolonging battery life in offshore 

environments

Module 6: Safety and Regulatory Compliance

· Health and Safety in Radio Operations

o Safety protocols when handling radio equipment in hazardous 

environments

o RF (Radio Frequency) exposure and its health implications

· Compliance with International Standards

o Radio communication regulations (e.g., ITU, SOLAS)

o Licensing requirements for onshore and offshore radio operators

· Environmental Considerations

o Protection against weather conditions (offshore storms, saltwater 

exposure)

o Explosion-proof equipment for offshore platforms

Module 7: Advanced Technologies in Radio Communication

· Satellite Communication Systems

o Overview of satellite phones and satellite radios for offshore operations

o Usage of Inmarsat, Iridium, and VSAT systems

· Digital Radio Systems
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o Transition from analog to digital radio systems (DMR, TETRA)

o Advantages of digital systems in improving communication reliability

Module 8: Practical Drills and Simulations

· Offshore Radio Communication Simulations

o Role-playing exercises for operating radios in offshore environments

o Drills for handling emergencies such as evacuations, fires, or rig 

breakdowns

· Onshore Control Room Simulations

o Simulating radio communication in industrial plants and remote site 

coordination

o Monitoring multiple radio channels and communicating with mobile 

units

Module 9: Assessment and Certification

· Written and Practical Assessment

o Written tests on radio operation procedures and safety protocols

o Practical tests in setting up, operating, and troubleshooting radio 

systems

· Certification

o Upon successful completion, participants will be awarded a certification 

in Onshore and Offshore Radio Operation and Maintenance

Course Duration:

· 5 Days (40 hours of comprehensive training)
Target Audience:

· Offshore and onshore radio operators, oil & gas industry personnel, maritime 

communication teams, and industrial site supervisors.

This course ensures that participants are fully equipped to handle the complexities of 
radio communication in both onshore and offshore environments, maintaining safety 
and operational efficiency at all times
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